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Asymmetric - Public Key Cryptography
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Asymmetric Encryption-Decryption: El-Gamal Encryption-Decryption
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uthenticated Key Agreement Protocol using EIGamal Encryption and Signature.
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Hybrid encryption for a large files combining asymmetric and symmetric encryption method.

Hybrid encryption. Let M be a large finite length file, e.g. of gigabytes length.

Then to encrypt this file using asymmetric encryption is extremely ineffective since we must split it into millions of
parts having 2048 bit length and encrypt every part separately.

The solution can be found by using asymmetric encryption together with symmetric encryption, say AES-128.
Itlis named as hybrid encryption method.

For this purpose the Key Agreement Protocol (KAP) using asymmetric encryption for the same symmetric secret
key k agreement must be realized and encryption of M realized by symmetric encryption method, say AES-128.

AKAP: Symmetric Enc & Asymmetric Enc & Digital Sign

Hybrid Encryption
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Necessity of probabilistic encryption.
Encrypting the same message with textbook RSA always yields the same ciphertext, and so we
actually obtain that any deterministic scheme must be insecure for multiple encryptions.

Tavern episode
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